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Sadrzaj:
*Odnos bezbednosti i funkcionalnosti
*Osnova IT bezbednosti CIA trojstvo
*Autentikacija i autorizacija
*Ko nas zapravo napada?
*Osnovne vrste pretn;ji
*Socijalni inzenjering
*Kako se zastiti?
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Sadrzaj:
*Penetration testing
*Pravo i etika u IT bezbednosti
*Bezbednost dece na internetu
*Zakljucak
eKorisni linkovi
*Pitanja i kontakt podaci
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Odnos bezbednosti i funkcionalnosti

Security

Functionality Ease of use
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Osnova IT bezbednosti CIA trojstvo

\

Information
Security
Triad

Availability
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Autentikacija i autorizacija

AAA — Autentication, Autorization, Accounting
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Ko nas zapravo napada?

WHITE HAT GRAY HAT BLACK HAT

Center for Career Development  www.razvoj-karijere.com  office@razvoj-karijere.com 011/7856-140  Cara DuSana 34, Zemun



P 085S by LINKgrou
i Center for Career Development Z

Ko nas zapravo napada?

Knowledge Is Free.
We Are Anonymous.
We Are Legion.

We Do Not Forgive. -
We Do Not For ef.
Eixpect Us. ,\*f
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Po lokaciji: Vrste napada  Podcilju:
*Interni *Neovlascen pristup

Externi *lzmena podataka
*Onemogucavanje
koris¢enja resursa

The Anatomy of a Cyber
attack

Po razlogu nastanka:
*Zabava

*Kriminal, krada
*Politika, terorizam
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Osnovne vrste pretnji

*Virusi

*Crvi

*Trojanci

*Logicke bombe

*Spyware

*Backdoor/rootkit
*DOS/DDOS napadi
*Zloupotreba emaila - HOAX
*Socijalni inZenjering
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Virusi
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Crvi - worms
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Stuxnet — najsofisticiranija pretnja

MADE IN
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Trojanci
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Logicke bombe
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Spyware — spijunski programi
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Backdoor i rootkits
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DOS/DDOS napadi
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HOAX - prevare
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Socijalni inzenjering — “wet-ware”

*War dialing
*War driving
*Phishing
*Dumpster diving
*Shoulder surfing
*Eavesdropping
*Tailgating
*Impersonation
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Kako se zastiti?

*Edukacija korisnika

*Koriséenje kompleksnih pasworda i nikako admin naloga
*Redovni backup podataka

*Pravilno unistavanje podataka

*Koriséenje kriptografije

*Koriséenje antivirus, antimalware i antispyware programa
*Pravilno konfigurisan firewall i operativni sistem
*Redovno azuriran operativni sistem i ostali programi ‘
°Pra\./|I_no k.onflgl.Jr|sana m.rez.na infrastruktura z.lcha i bezi¢na l 2¥ Windows 7
*Definisanje politika, pravila i procedura za korisnike (BYOD)

*Fizicka bezbednost — najmanje paznje od strane IT osoblja
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Edukacija korisnika _'
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Kompleksni paswordi i admin nalozi

Windows: Administrator

Linux: root

Komleksni password: mala slova 5 dana
Minimum 8 karaktera velika slova 52 3 godine

2 mala slova, 2 velika slova  brojevi 62 14 godina
2 broja i 2 specijalna znaka spec. simboli 96 458 godina
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Backup podataka
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Unistavanje podataka
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Kriptologija
-

CRYPTOLOGY

7 O\

Cryptography Cryptanalysis

Steganography
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Kriptografija
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Steganografija

h mad_tux
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Mail kriptografija— PGP/GPG
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Antivirus, antimalware i antispyware
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Windows 7 - demonstracija

*Windows update

*Windows firewall

*Windows firewall with advanced security
*Windows defender

*Parental controls

*Event viewer

*User accounts

*Folder options

*|nternet options

*System restore
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Firewall

Center for Career Development  www.razvoj-karijere.com  office@razvoj-karijere.com 011/7856-140  Cara DuSana 34, Zemun



o°°o
by LINKgroup

3 Center for Career Development

Windows security updates

N
M |cros\”’-‘-___, i

Wi ITd OWS
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Zero-day

Zero-Day

Exploit
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Wi-fi security

Center for Career Development  www.razvoj-karijere.com  office@razvoj-karijere.com 011/7856-140  Cara DuSana 34, Zemun



°.°°°°°° by LINKgroup
% Center for Career Development X

Wi-fi security — demonstracija TP-link

*Default user names and paswords

*Default SSID
*No broadcast SSID @
*Antena positions

*WEP-WPA/WPA2
*RADIUS ™~

*Mac adress filtering TP-Link WA501G
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BYOD - koris¢enje u kompaniji
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Fizicka bezbednost
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Penetration testing

o S

Whitehats

Center for Career Development  www.razvoj-karijere.com  office@razvoj-karijere.com 011/7856-140  Cara DuSana 34, Zemun



e 8%,
0
°0°oo°

by LINKgroup

% Center for Career Development

Pravo i etika u IT bezbednosti

CYBER
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Bezbednost dece na internetu

EEP YOUR KIDS
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Zakljucak

* Edukacija ljudi je klju¢na u povecanju nivoa bezbednosti

* Potrebno je koristiti viSestruke sisteme odbrane od pretn;ji

* Vrlo je bitno nadi pravu meru izmedi bezbednosti i funkconalnosti

e Redovan update operativnog sistema i antivirus programa je odlicna mera
* Redovno pravite rezerve kopije svojih podataka kao preventivu

* Dobro zastitite svoju ku¢nu wi-fi mrezu

* Vodite racna da ne krsite zakone u oblasti IT

» Stare racunare koji se ne koriste obavezno ocistite od svojih licnih podataka
* Neophodno je voditi racuna o bezbednosti dece na internetu
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Korisni linkovi:

http://www.informacija.rs http://karen-s-hasher.software.informer.com
http://thehackernews.com https://veracrypt.codeplex.com/releases/view/565079

https://krebsonsecurity.com

http://www.net-security.org
http://www.wired.com/security
http://www.sans.org/reading-room
http://www.hackread.com/category/hacking-news
http://iase.disa.mil/stigs/Pages/index.aspx
http://csrc.nist.gov/publications/PubsSPs.html
http://ddosattackprotection.org/blog/cyber-security-blogs
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HVALA NA PAZNJI!

Kontakt podaci:

Mail: ifranc@secitsecurity.com

Web: http://secitsecurity.com

Twitter: https://twitter.com/francigorbg
LinkedIn: https://rs.linkedin.com/in/ifranc
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