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Presenter

Nikola Gavrilovi¢

Vlasnik IP House, Beograd,
Sportski Pilot, ronilac | Triatlon amaterski sportista

® MTCNA, MTCRE

® Network System administrator since 1995

® Mikrotik korisnik od 2005, Asterisk korisnik od 2007
® Preko 3000 uredaja pod sistemom nadzora

® Podrska za vise od 2500 korisnika na preko 300 lok.
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Sta je MikroTik

Letonski proizvodaC mrezne opreme

Proizvodnja i prodaja opreme za beziCne mreze i softvera
RuterOS

Osnovan 1995. sa namerom da ude na trziste opreme za
bezicne mreze

RouterQOS + RouterBoard



Sta ham omogucava

QoS / Shape

VPN

FIREWALL

DNS
DHCP



Nagios, kao primer resenja za nadgledanje
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MIKROTIK-EUROMONTING
MIKROTIK-EU_OFFICE
MIKROTIK-GMS-ALBANLA,
MIKROTIK-GMS-BOGOSLOWLA
MIKROTIK-GMS-MACEDONLA
MIKROTIK-GOSA-5P
MIKROTIK-GOSA-SP-LINK-HALA
MIKROTIK-GO5A-5P-LINK-KAPLLA
MIKROTIK-GOSA-VP
MIKROTIK-GREGO-5LO
MIKROTIK-HILANDAR-KARKOWD
MIKROTIK-HILANDAR-MANASTIR
MIKROTIK-HILANDAR-MANASTIR-LINK-BIRO
MIKROTIK-HILANDAR-MANASTIR-LINK-MANASTIR
MIKROTIK-HILANDAR-ZADUZBINA
MIKROTIK-IMEL-GP1&

MIKROTIK-IMEL-OHRID

10.250.22.254
10.245.10.254
10.250.15.254
10.250.9.254
10.250.12.254
10.241.10.254
10.241.10.252
10.241.10.253
10.241.13.254
10.241.37.254
10.27.11.254
10.27.10.254
10.27.10.253
10.27.10.252
10.27.6.254
10.10.57.254
10.10.20.254

26032015 112927
26032015 11:31:40
260372015 11:28:47
260372015 112927
26032015 11:31:04
260372015 11:31:04
260372015 11:31:14
26032015 11:259:38
280372015 11:31:24
260372015 11:30:23
26032015 11:30:24
260372015 11:31:44
268/03/2015 11:31:05
260372015 11:28:09
280372015 11:31:14
260372015 11:31:40
26032015 11:30:37

20h 50m 568

4d 15h 28m 258
2h 18m 158

1w 1d 5h 38m 135
1d 12h 25m 57s
1d 13h 44m 52s
1d 13h 33m 54s
1d 13h 38m 1=
2d 23h 18m 3=

1d 10h 57m 18

1d 58m 455
1h2¥m 18

1h 27m 128

1h 21m 108

1w 1d 18h 3m 44s
1d 2h 38m 4565
4N 1w 4d Th m 37=



WIFI

2015-03-25 22
2015-03-25 22
2015-03-25 09:09:50.
2015-03-25 09:06:49.472
2015-03-25 09:06:38.775
2015-03-25 00:30:53.420
2015-03-24 12:50:46.535
2015-03-24 12:31:16.657

2015-03-24 12:17:07.198

Obavestavanje preko logging servera

HilandarManastir: login failure for user iphouse from 10.0.1.20 via winbox

HILANDAR-MAMASTIR: login failure for user iphouse from 10.0.1.20 via winbox

IPHouseEunetHosting: login failure for user admin from 194.247.192.14 via ssh

IPHouseEunetHosting: login failure for user admin from 194.247.192.14 via ssh

IPHouseEunetHosting: login failure for user admin from 194.247.192.14 via ssh

IPHouseEunetHosting
IPHouseEunetHosting
EuOifice

mzriz-MNikola
mzriz-MNikola

mazriz-Mikola

ous ng: login failure for user admin from 192 14 via s
IPHouseEunetHosting: login failure for user admin from 19424719214 via ssh
IPHouseEunetHosting: login failure for user admin from 194.247.192.14 via ssh
EuOffice: login failure for user anonymous from 78.34.223.46 via ftp

mitik: login failure for user admin from 10.0.1.74 via winbox

mitik: login failure for user admin via winbox

mitik: login failure for user admin from 10.0.1.72 via winbox




SNMP nadgledanje

Sensor Graph
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Email obavestavanje

mikrotik@iphouse.co.rs

system,info,account Mikrotik_LinkGroup-SOFTLINK: user pedja logged in from 10.20.10.183 via winbox

mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs
mikrotik@iphouse.co.rs

mikrofik@inhouse.cn.rs

Thu 3/26/2015 11:24 AM

s_vsted Date: Today iMI.I WS Mikrotile user admin logged out from 10.0.1.20 via winbox
system,info,account ML) WS Mikrotik: user tatjana logged out from 10.0.1.1 via winbox
system,info,account Imel HQ: user mladen logged out from 10.10.60.60 via winbox
system,info Imel HQ: dns changed by mladen

system,info Imel HQ: static dns entry added by mladen

system,info,account Imel HQ: user mladen logged in from 10.10.60.60 via winbox
system,info ML W5 Mikrotik: filter rule added by admin

system,info,account ML WS Mikrotik: user admin logged in from 10.0.1.20 via winbox
system,info,account Imel HQ: user mladen logged out from 10.10.60.60 via winbox
system,info Imel HQ: ppp secret <mladen.nikolic= changed by mladen

system,info Imel HQ: ppp secret <mladen.nikolic= changed by mladen

system,info Imel HQ: ppp secret =mladen.nikolic> changed by mladen
system,info,account Imel HQ: user mladen logged in from 10.10.60.60 via winbox
system,info,account ML) WS Mikrotik: user admin logged out from 10.0.1.20 via winbox
system,info,account ML W5 Mikrotilk: user tatjana logged in from 10.0.1.1 via winbox
system,info ML W5 Mikrotik: nat rule removed by admin

system,info ML WS Mikrotik: filter rule changed by admin

system,info ML WS Mikrotik: filter rule changed by admin

system,info ML W5 Mikrotik: filter rule changed by admin

system,info ML W5 Mikrotik: filter rule changed by admin

system,info ML WS Mikrotik: filter rule changed by admin

system,info ML WS Mikrotik: filter rule changed by admin

swstem.info MTI WS Mikrotik: filker rale chanoed hv admin

Thu 3/26/2015 10:50 AM
Thu 3/26/2015 %:57 AM
Thu 3/26/2015 %:57 AM
Thu 3/26/2015 9:56 AM
Thu 3/26/2015 %:56 AM
Thu 3/26/2015 %:56 AM
Thu 3/26/2015 %:55 AM
Thu 3/26/2015 9:55 AM
Thu 3/26/2015 %:53 AM
Thu 3/26/2015 %:46 AM
Thu 3/26/2015 %:44 AM
Thu 3/26/2015 %:43 AM
Thu 3/26/2015 9:42 AM
Thu 3/26/2015 %:39 AM
Thu 3/26/2015 %:38 AM
Thu 3/26/2015 %:35 AM
Thu 3/26/2015 9:34 AM
Thu 3/26/2015 %:34 AM
Thu 3/26/2015 %:34 AM
Thu 3/26/2015 %:34 AM
Thu 3/26/2015 9:34 AM
Thu 3/26/2015 %:34 AM
Thu 3/262015 §:34 AM



FireWall

Markiranje paketa

MAC filtering

Address listing

Potpuna kontrola OSPF
saobracaja BGP Interface
Routing
Conditional

Routing

routing




Speed Limit
Priority

Traffic Shape

Quality of Service



Zasto koristiti Mikrotik

Cenovno Pouzdan i siguran
prihvatljiv
Korisnicki
Bogata Wiki orjentisan
podrska

Ruter OS najvise
klase



