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BEZBEDNOST
U DIGITALNOM SVETU

Luka Milinkovi¢

Senior IS revizor, NLB Banka Beograd
Clan Upravnog odbora, Udruzenje eSigurnost
Jedna od osnivaca i organizator, eSecurity konferencija
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lukaui@yahoo.com rs.linkedin.com/in/lukamilinkovic twitter.com/LukaMilinkovi1

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun



Cen ter for Career Development
k_ l

Znanje, iskustvo, interesovanje

IT revizija

Informaciona bezbednost i zastita podataka

IT governance — IT procesi, kontrole, uskladenost
Upravljanje IT | bezbednosnim rizicima

ITIL, ITSM

Kriptografija, motode autentifikacije

Nove tehnologije — Blockchain, Al, ML...

Upravljanje kontinuitetom poslovanja — BIA, BCP, DRP
Analiza podataka

Prevencija i detekcija zloupotreba
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Sadrza;

 Digitalni svet — nove mogucnosti i novi izazovi
* On line nalozi, lozinke, biometrijski podaci...
 Digitalno bankarstvo

« Bezbedna on line kupovina

« Bezbednost mobilnih uredaja i aplikacija

* Privatnost i licni podaci

« Socijalni inZzenjering i phishing

« Zlonamerni softveri

« Kako sacuvati privatnost na Internetu?

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Digitalni svet
— nove mogucnosti I novi izazovi —
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Digitalni svet

 Digitalizacija je donela nove proizvode, nove usluge, nove
mogucnosti

 Digitalizacija je resila neke teskocCe i probleme, ali je donela |
neke nove izazove

* Prihvatamo digitalizaciju, jer mislim da nam donosi viSe dobrog
nego loseg
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Digitalni svet

* |nternet
« Mobilni uredaji — telefoni, tableti, laptop uredaji

 Drugi pametni uredaji — TV, frizider, Sporet, klima uredaj,
kamere...

e Smart home
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Digitalni svet

* Platne kartice, bankomati, PoS terminali
 Digitalni novac

« Kritpo valute

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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On line nalozi,
lozinke, biometrijski podaci...
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On line nalozi

* Naloge kreiramo na drustvenim mrezama, sajtovima za kupovinu,
digitalnim bankarskim servisima, digitalnim uredajima...

« Unosimo licne podatke — email adresa, broj mobilnog telefona,
Ime, prezime, godiste...

« Korisni€ko ime (email adresa) i lozinka

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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On line nalozi

« Pitanja na koja treba da date tacan odgovor
« Dobro je koristiti multifaktorsku autentifikaciju

* Povezivanje preko drugih naloga (drustvenih mreza) — Google,
LinkedIn, Facebook
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Autentifikacija

 Nesto Sto znam — lozinka, PIN

« Nesto sto jesam — biometrijski podaci (otisak prsta, izgled lica,
zenica oka...)

« Nesto sto imam — mobilni telefon, platna kartica, token

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Lozinke
« DefiniSe se minimalan MALA SLOVA CIFRE
(i maksimalan) broj karaktera 26 \ / 10
« Zahteva se kombinovanje LOZINKA
karaktera iz razli¢itih skupova 2% N 32
VELIKA SLOVA SIMBOLI

Lozinka moze lako da se zameni

Razbijanje lozinki — napad grubom silom, napad reCnikom
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LOSE LOZINKE DOBRE LOZINKE
Beograd1 5.dana.radim
|gorirena. subotom1idem2NA3pijacu
Telenor6 2007*SAM*diplomirao

Oktobar10 Treba-zavrsiti-do-11
Programer1 haus,end,dzob

Aleksandar3 plavi9moj+safiru

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun



'"&en ter for Career Development

Biometrijski podaci

« Koriste se na mobilnim uredajima (telefoni, tableti, laptop), za
otvaranje vrata (bimetrijske brave, uredaji pored vrata), na
internet sajtovima (slika lica)

« TeSko mozemo da ih zamenimo kada se hakuju

 Moze da se desi da ne radi bas najbolje — povreda prstiju ili oka,
Izmena glasa tokom prehlade ili nakon posete zubaru...
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Nesto sto imam

« Bezkontaktno placanje za iznose do odredene vrednosti

* NajCescCe se koristi u kombinaciji sa lozinkom, PIN-om ili
biometriom

« Ovaj faktor autentifikacije otezava hakovanje na daljinu

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Multifaktorska autentifikacija (MFA)

« Kombinovanje dva ili viSe naCina autentifikacije

« Dvofaktorska autentifikacija (2FA) — lozinka i biometrija; PIN i
kartica

* NajCesScCe se vrsi kombinacija sa neCime sto imamo (mobilni
telefon, token, platna kartica)

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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What's Your Password?

https://www.youtube.com/watch?v=UzvPP6_LRHc
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Digitalno bankarstvo
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Digitalno bankarstvo

 Elektronsko i mobilno bankarstvo, placanje mobilnim telefonom...
* Brze, jednostavnije, nema Cekanja u redu, fleksibilno...

« Samo Vam treba baterija i domet/Internet (3G, 4G, LTE, wifi) ©

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Digitalno bankarstvo

* UnoSenje i provera email-a i broja telefona

* Inicijalizacija aplikacije i kreiranje lozinke/PIN-a ili ostavljanje
biometrijskih podataka

« KoriS¢enje digitalnih sertifikata za pravna lica

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Digitalno bankarstvo

« Komunikacija izmedu klijenta i banke se Sifruje (kriptuje)
* Predefinisani raCuni i dodavanje novih racuna — potvrda OTP-om

« ZakljuCavanja aplikacije nakon 3 pogresna unosa lozinke/PIN-a
(biometrijski podaci)

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Digitalno bankarstvo

« Automatsko zakljuCavanje aplikacija nakon odredenog perioda
neaktivnosti

« Otvaranje eBanking aplikacije samo na pouzdanim raCunarima

« SMS i email obavestenja

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Digitalno bankarstvo — preporuke

 Antivirusni softver na raCunaru (eBanking)

« ZakljuCavanje ekrana kompjutera i mobilnih uredaja
« QOdjavite se sa aplikacije kada zavrsite sve aktivnosti
 Obirisite istoriju koriS¢enja aplikacije

 |zaberite lozinku (eBanking) i PIN (mBanking, mPay) tako da se ne
mogu lako pogoditi, a da Vi mozete da zapamtite

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Bezbedna on line kupovina
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On line kupovina

« Kupujte samo na proverenim sajtovima

« Ako mozete nemojte placati karticama koje su kreditne, na koje
primate platu ili druge uplate, kod kojih mozete da koristite
sredstva koja nemate

* Preporuka je da placate internet karticama namenjenim samo za
on line kupovinu, kod kojih mozete da potrosite samo ona
sredstva koja ste na njih uplatili ili prebacili

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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On line kupovina
« Koristite 3D Secure (MasterCard) ili Verified by VISA

« Nemoijte da internet pretrazivac (brouser) pamti Vase lozinke i
podatke sa kartica

« Nemoijte da fotografiSete Vasu platnu karticu i Saljete prijateljima

« Platna kartica sadrzi vidljive podatke koji su dovoljni za on line
transakcije

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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On line kupovina

« Pogledajte komentare drugih kupaca/korisnika
« Raspitajte se o kompaniji i sajtu na kome hocCete da kupujete

» Kreirajte nalog sa dovoljno jakom lozinkom i koristite MFA

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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On line kupovina — zloupotrebe

Lazno predstavljanje

Prodaja na drustvenim mrezama — Facebook, Instagram...

Prodavac menja profil — sliku, ime...

Dopisivanje samo preko chat-a na drustvenoj mrezi

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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On line kupovina — zloupotrebe

« Kupite, a nikada Vam ne stigne
« Kupite, a stigne Vam prazna kutija

» Placanje pre nego sto Vam stigne porudzbina

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Bezbednost
mobilnih uredaja i aplikacija
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Bezbednost mobilnih uredaja

« ZakljuCavanje ekrana — PIN, lozinka ili biometrija
* Ne koristiti pattern, sablon za otkljucavanje

* Povezujte se samo na pouzdane, bezbedne beziCne mreze —
mreze operatera, proverene WiFi mreze

* |zbegavajte otvorene beziCne mreze, koristite eventualno one od
proverenih kompanija (aerodromi, trzni centri...)
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Bezbednost mobilnih aplikacija

 |nstalirajte aplikacije samo iz proverenih prodavnica aplikacija

« Kreirajte nalog ili zastite pokretanje aplikacije na neki drugi nacin
(zakljuCavanje ekrana)

 |zlogujte se iz aplikacija koje ne koristite Cesto, a sadrze
poverljive podatke

 Obrisite aplikaciju iz istorije koriS¢enja
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Privatnost i lichi podaci
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Privatnost i licni podaci

Da li se privatnost danas definise isto kao sto je bila
definisala juCe (u proslosti) ili kao sto Ce se definisati
sutra (u buducnosti)?

Center for Career Development www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Privatnost i licni podaci

* Privatnost je zahtev pojedinca da sam utvrdi kada, na koji hacin i
do koje mere se informacije o njemu prenose drugim licima.
Alan F. Westin (profesor, javno pravo; 1967)

* Privatnost kao druStvena norma je pitanje proslosti.
Mark Zuckerberg (Facebook)
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Privatnost i licni podaci

U zavisnosti od nase koristi, odnosno onoga sto
dobijamo, privatnost razliCito tretiramo.

Nekada je cena nase privatnosti velika,
a nekada mala.

Center for Career Development www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Licni podaci

* Ime, prezime, JMBG, e-mail adresa (obavestenja), broj telefona
(obavestenja), adresa stanovanja (posiljke), adresa kompanije
(posiljke), Clanovi porodice (osiguranje),...

 LiCne podatke ostavljamo svuda: drustvene mreze, prodavnice,
on line prodavnice, garaze i trzni centri, besplatni sadrzaiji...

e —
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Privatnost i licni podaci

Da li beskorisne informacije
mogu postati korisne
zlonamernim osobama?

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Social Media Experiment

https://www.yvoutube.com/watch?v=5P 0s1TYpJU
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Socijalni inzenjering i
phishing
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Socijalni inZzenjering

Socijalni inzenjering je vestina psiholoske
manipulacije ljudima koju koristi zlonamerna osoba
kako bi od svoje zrtve dobila poverljive, licne ili neke

druge informacije.

Center for Career Development www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun



Cen ter for Career Development
k_ —

Phishing

Phishing je oblik cyber kriminala zasnovan na
metodama socijalnog inzenjeringa.

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun



i Center for Career Development
k_ l

Phishing

« Sama rec fishing je NAMERNO napisana pogresno, kako bi se
ukazalo na obmanu

* NajCesSce prevare poticu sa NAMERNO pogresno napisanih URL i
email adresa koje su veoma sliCne kao prave

- Email sadrzaj zlonamerne osobe ima za cilja da nas obmane

« Phishing sajtovi mogu da budu potpuno novi ili kopije pravih,
originalnih sajtova
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Gift Inbox X

Lisette Ihler Hjertholm <limad06@student.sdu_dk>
to [~

Your ID will receive $2m. Reply
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PayPal <confirmagain@ppservice.com>

Your PayPal account has been limited

To

' PayPal

.
Update Required!!

Recently, there's been activity in your PayPal account that seems unusual
compared to your normal account activities. Please log in to PayPal to confirm
your identity.

This is part of our security process and helps ensure that PayPal continue to be
safer way to buy online. Often all we need is a bit more information. While your
account is limited, some options in your account won't be available.

How to remove my limitation?

You can resolve your limitation by following these simple steps:

. Log in here.

L Provide the information needed. The sooner your provide the information
we need, the sooner we can resolve the situation.

"If this message sent as Junk or Spam, its just an error by our new system,
please click at Not Junk or Not Spam"™

Sincerely,

PayPal




| D www.lolomgz.a.gp/?_fb_noscript=1

€

facebook

m Facebook helps you connect and share with the people in your life.

This is a Phishing
Scam. This web site Facebook Login
looks like

Email: |
Facebook.com, but if Password: xxx

you note the web i Ko aseditn
address in the the IR o sion e for Facebook
browsers address bar

you can clearly see
this is not Facebook.

77777 English (US) Espafiol Portugués (Brasll) Francals (France) Deutsch Mallane 777772 %77 72

About Agvertising - Develops
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8. Amazon Sign In X Spoofed Website URL
& < | D n'.t[w-:".‘\wp amazonn. can ap/signin?_encoding=UT m

amazon

Sign in

Email (phone for mobile accounts)

customer@amazon.com

Password Forgot your password?
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Webmaster <mayra.peralta@mce.lapampa.gov.ar> 1. aBr .- -
KOME [«

Balle NowWTaHCKO caHAyye je npemalumna rpaHuuy cknaguwtewa 2.0 b
deduHucao agMUMHUCTPATOP je TPeHYTHO 2.30Ib, He mory

CNnaTth Unu NpUMaT HOBE NOPYKE A0K HE NOTBPAW CBOj EMaunn

KnukHUTE Ha cnegehun NUHK Aa NOTBPAM CBOj eMaun

ClickHere

XBana Bam
cucaaMuH
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Paznja, prevara sa MAXI budavim kuponima je stigla i na Google jebene oglase.
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Hvala maxi

References:

https:/perf.wiki.kernel.org/index.php/Main_Page
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https:/github.com/brendangregg/perf-tools
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http:/www.brendangregg.com/perf.html

http:/lacasa.uah.edu/portal/Upload/tutorials/perf.tool/
PerfTool.pdf
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Uzmite BESPLATNO svoj MAXI od 20.500 RSD kupon
Uzmite BESPLATNO svoj MAXI od 20.500 RSD kupon (754 preostalo)
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UPUTSTVO ZA UPOTREBY

MOde A8 86 mkOnsh SaMO &8 CgNIINI Dridmu, Peodstinad ovag kupon
Na svoioy kas operatera otkupt. Ovay kupon 0 male konssh samo
PO SAMO COGNAS kUPOni O Beti pnlvatani Ovaj kupon ne mogy
Zamendti 28 oAt Kupon ne male da e korish 53 drugim kupona
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Uzmite BESPLATNO svoj iDEA od DIN 10000 kupon
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Cestitamo!

Kvalificirani ste za pristup RSD 2000 Lidl voucher! Kako nastaviti:

1. Podijelite ga sa 20 svojih prijatelja / grupa putem WHATSAPP-a& VIBER (kliknite ikonu "WhatsApp" & "VIBER" ispod).
2. Kliknite na "Zahtijeva vaucer" i unesite svoje podatke.
3. Preuzmite vaucer.

(© WhatsApp

® viber

W Zahtijeva vaucer
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Obiljeiavafno svoju obljetnicu i svima dijelimo vaucer od kn1000!

Preostali vauceri: 300

Prvo odgovorite na sljedeca pitanja:

Pitanje 1: Jeste li ikada kupili Lidl?

Like B Comment Share

ASFFIF B8

17.259 Others Like this.

= Rachel Singleton Puno hvala Konzumu na vaucerul ja imam svoje

Like - Reply 50 AA- 28 mins

m Julia Schréder Vrijeme je za dobru kupovinu @ Lidl
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Neke tehnike napada

Spear phishing

CEO emaill

Vishing

Lazni sajtovi sa zlonamernim softverima, koji izgledaju kao pravi
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Neke tehnike napada

« Ucena kompromituju¢im fotografijama i prevare sa
objavljivanjem...

 Blef sa ransomware-om

* Prevara sa ,prevelikim fajlovima“ preko nekog od servisa —
Dropbox, Box, OneDrive...
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TOP 4 () GENERAL EMAIL SUBJECTS

¥ Password Check Required Immediately 20%
#=) Vacation Policy Update 12%
4: Branch/Corporate Reopening Schedule 11%
€> CovID-19 Awareness 10%

0 Coronavirus Stimulus Checks 10%
Q List of Rescheduled Meetings Due to COVID-19 10%
€ Confidential Information on COVID-19 8%

Q COVID-19 - Now airborne, Increased community transmission 7%

Fedex Tracking 6%

¢s Your meeting attendees are waiting! 6%
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Zlonamerni softveri
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Zlonamerni softveri

- Keylogger
« Ransomware
« Zloupotrebe — krada licnih podataka, hakovanje naloga i profila,

iznuda, ucena, lazne uplate, finansijske krade, lazno
predstavljanje...
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Napad zlonamernim softverom

e Emalil

« Eksterna memorija — USB flash, SD kartice, CD/DVD, eksterna
memorija

* Internet sajtovi

e Cloud

Center for Career Development Www.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Zlonamerni softveri

* Prvo se korisnik prevari da pokrene skriptu koja preuzima glavni
virus I izvrSava ga na zarazenom racunaru

« Kada se zarazi jedan raCunar zlonamerni softver se lakse Siri i na
druge raCcunare u mrezi

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun



Your computer

has been locked!

Your computer has been locked due to suspicion of illegal content
downloading and distribution.

Mentioned illegal content (414 Mb of video files) was automatically
classified as child pornographic materials. Such actions, in whole or in
part, violate foll

Any individual who violates, or attempts to violate, or conspires to
violate mentioned laws shall be sentenced to a mandatory term of
imprisonment from 4 to 30 years and shall be fined up to $250,000.

Technical details:

Involved IP address: [IIIIEGN
Involved host name:

Source or intermediary sites:

All suspicious files from your computer were transmitted to a special
server and shall be used as evidences. Don't try to corrupt any data or
unblock your account in an unauthorized way.

Your case can be classified as occasional/unmotivated, according to title
17 (U. S. Code) § 512. Thus it may be closed without prosecution. Your
computer will be unblocked automatically.

In order to resolve the situation in an above-mentioned way you
should pay a fine of $300.

HOW TO UNLOCK YOUR COMPUTER:

Take your cash to one of this
retail locations:
Walmart K 8 [z

.....

CVS/pharmacy rlrrecnd

Get a MoneyPak and
purchase it with cash at the
register

Come back and enter your
MoneyPak code to unlock
your computer (5 attempts

available)
code:
o I [
s s e
7z I a || o |
Delete I ] I Enter l




s

NSA INTERNET SURVEILANCE PROGRAM ¥

PRISM -

COMPUTER CRIME PROSECUTION SECTION ¥

©® YOUR COMPUTER HAS BEEN LOCKED! ©®

Your computer has been locked due to suspicion of illegal content downloading and distribution.

The illegal content (414 Mb of photo and video files) was automatically classified
as child pornographic materials.

The downloading and ditribution of illigal content, in whole or in part, Your case can be classified as occasional/unmotivated, according to 17 (U.S. Code) 5512
violate following U.S. Federal Laws:
gesis : : : Thus it may be closed without prosecution.
18 U.S.C. § 2251 Sexual exploitation of children (Production of child pornograph:
<z f ( f pornography) Your computer will be unblocked automatically.
18 U.S.C. § 2252 Ceratin activities relating to material involving the sexual explotation

of minors (Possession, distribution and receipt of child pornography) In order to resolve the situation in an above-mentioned way a
18 U.S.C. § 2252A Ceratin activites relating to material constituing you should pay a fine of $300

or containing child pornography

Any individual who violates, or attempts to violate, or conspires to violate mentioned Jree 7
laws shall be sentenced to a mandatory term of Moneypak

Exchange your cash for a MoneyPak voucher and use
your voucher code in the form below:

Collected technical data

SUBMIT

Code: 300
9 0

1 2 3 4 5 6 7 8

Operation system: Windows XP (32-bit)
User name:

Illegal content found:

Where can | buy MoneyPak

d - 1 ' ! cvs ‘Km Weztzreerns Walmart
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Primer — WannaCry ransomware

« WannaCry Kkoristi ranjivost u protokolu Windows Server Message
Block

« Microsoft je otkrio ranjivost i objavio zakrpu skoro dva meseca
pre Sirenja WannaCry-a

 Napad se dogodio u maju 2017. godine
« Zarazeno je bilo vise od 230.000 raCunara
- Steta je bila oko milijardu dolara
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Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

=g Can | Recover My Files?

SI16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Leht You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won’t be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your pa'. ment cllck Check Payment>. Best time to check: 9:00am - 11:00am

PORET D s B e B nns o .4 3.

572002017 00:47:55

Time Left

Send 5300 worth of bitcoin to this address

LA 12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw .
How 1o buy bilcon
Tk  cneciromen e |
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Primer — WannaCry ransomware

* Prvo se mislilo da se napada prosirio kroz phishing kampanju

« Napadaci (Shadow Brokers) su koristili hakovanje koje su javno
objavili pre napada poznato kao EternalBlue

« EternalBlue je exploit koji je omogucio da se WannaCry Siri, a
DoublePulsar je program koji se koristio za izvrSavanje WannaCry-a

« Smatra se da se nisu mogli deSifrovati fajlovi nakon pla¢anja otkupa,
jer je postojala greska kod napadaca

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Kako sacuvati privatnost na
Internetu?
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Kako sacCuvati privatnost na Internetu?

- Cesto mislimo da se drugima deSavaju one manje lepe stvari —
hakuju se nalozi, ukradu se podaci ili sredstva sa racunu

* Preporucuje se koris¢enje jakih lozinki i tamo gde je to moguce
dvofaktorska autentifikacija

« Nemoijte koristiti iste lozinke na razliCitim nalozima

Center for Career Development WWW.razvoj-karijere.com office@razvoj-karijere.com 011/4011-240 Cara Dusana 34, Zemun
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Kako sacCuvati privatnost na Internetu?

« Obratite paznju na postavke na drustvenim mrezama, mobilnim
uredajima i drugim svojim nalozima

« Posebnu paznju posvetite podesavanjima privatnosti i nacinima
autentifikacije — lokacija, podaci, kontakti, tekst koji unosite...

o Zakljucavajte naloge i mobilne uredaje kada ih ne koristite,
kao sto radite sa svojim stanom i automobilom
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Kako sacCuvati privatnost na Internetu?

« Pokusajte da objavljujete Sto manje svojih privatnih podataka

« Nemoijte objavljivati gde i kada putujete — kupam se u Grckoj,
skijam na Alpima, ceo vikend nisam kod kuce...

* Nemojte objavljivati sve sto Vam se desSava u zivotu — prodajete
kucu ili kola (skupe), koliko troSite u kupovini...
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Amazing mind reader reveals his 'gift

https://www.youtube.com/watch?v=F7/pYHN9iC9I
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Korisni linkovi

http://www.esigurnost.org

http://www.esecurity.rs

http://www.it-klinika.rs

http://www.informacija.rs
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Korisni linkovi

* http://thehackernews.com

* https://krebsonsecurity.com

e https://www.helpnetsecurity.com/

o https://www.wired.com/security

* https://www.sans.orqg/reading-room
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HVALA NA PAZNJI
©

Luka Milinkovi¢

Senior IS revizor, NLB Banka Beograd
Clan Upravnog odbora, Udruzenje eSigurnost
Jedna od osnivaca i organizator, eSecurity konferencija

in L

lukaui@yahoo.com rs.linkedin.com/in/lukamilinkovic twitter.com/LukaMilinkovi1
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